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Successful Automation
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Drivers

Why automate?

Who is this for?

OPS PROBLEM NOW

Why automatic vs. manual?




Comparison

Automatic Manual

o Idempotency o Human error

* Repeatable o Time consumption

- Consistent Remember your preferences

« Time re-gained

AUTOMATETHAT?
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= Let’s take a quick 5 — 10 min break
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Different Users

» Consumer

» Custom (framework)

> Contributor




Consumer

Vagrantfile Customization

GitHub



Custom (framework)

This Workshop Modularity

Alterations
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Find Bugs

&) disqus:master ... Crunchify:master Edit
U
Pl ST GRS | Discuss and review the changes in this comparison with others. ®
1 commit 2 files changed 0 comments 1 contributor

Jul 14, 2014

arpshah test changes
Showing 2 changed files with 3 additions and 3 deletions. Show diff stats
2mm disqus/disqus.php &) Ope View
=3 @@ -4.7 +4,7 @@

Plugin URT: http://disqus.com/
Description: The Disqus comment system replaces your WordPress comment system with your comments hosted and powered b
Author: Disqus cteam@disqus.com>
7 -Version: 2.77
7 #Version: 2.79
Author URI: http://disqus.com/
*f

Want a feature?

/**

* Simple HelloButton() method.
* @version 1.0

* @author john doe <doe.j@example.com>
*/

?elloButton()

JButton hello = new JButton( "Hello, wor
hello.addActionListener( new HelloBtnlList

// use the JFrame type until support for t
// new component is finished

JFrame frame = new JFrame( "Hello Button"
Container pane = frame.getContentPane();
pane.add( hello );

frame.pack();

frame.show(); // display the fra

Docs
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Basic Build - Tools

il Packer
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V Vagrant

vagrant Shell Scripts



Basic Build - Kali Auto Installation
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Basic Build - Tools

Advanced (suild Pipeine) _|[NEURHERESRREHN
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Build Pipeline - Tools

Advanced (suiid Pipeiine) | NEURNERESRRERN

Basic Build
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Virtual Box v v
VM Ware
Hyper-V
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Build Pipeline Tools

HashiCorp

# Terraform

!
:

Terraform

Ay

Docker

ANSIBLE

Python Ansible



S circleci

Parallel Linting

Shell Scripts Ansible Python Markdown

LA A X 4

generator script

THE BOURNE-AGAIM SHELL

l Terraform
L

Kali template
generator script

.\ Ehaic::mker
!

HashiCorp

“¥* Terraform —

(Container)
packer validate

(Container)
terraform deploy

(Container)
bootstrap.yml

\ 4

ANSIBLE

(Container)
packer_build.yml

Save Build Artifacts

v

= Creating something
= Destroy something

= Communications

> shellcheck
» markdownlint

> ansible-lint

> terraform

Technologies used in
Ubuntu baremetal host

il Egocwker @9

V Vagrant

(Container) .. HashiCorp

Yy VY

Push images

terraform destroy .' Te rraform

Download Build Artifacts

2 circleci '

Build Artifacts
- generated packer template

- generated vagrant boxes
- hashes for all build artifacts

to vagrant cloud
Ubuntu Baremetal

A J

'

HashiCorp

Vagrant

Vagrant Cloud




= Creating something
= Destroy something
= Communications
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https://374-119017409-gh.circle-artifacts.com/0/tmp/artifacts/variables.json
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Your Turn

elrey.casa/auto-kali-w

Workshop Instructions

Services

You will need to go to each of these websites and sign up for an account to each of them, and
just so you know all of these websites are either free to use as an individual, optional, or | have
a voucher to give you to make it free for up to $50. This will allow you to interact with their
services, and leverage them for automation. This is only required for the build path that we will
be using during the workshop, and we are using this as the lowest common denominator in
case people don't have access to decently powerful processing machines.

Required (for warkshop) - all free/voucher
e Github - fjoi
CircleCl - hitps/icircleci.com/sianup/ (uses Github account for login)
Terraform Cloud - hitps:/fapp terraform.io/signup/account
Vagrant Cloud - hitps://app.vagrantup.com/account/new
e Packet - hitps://app. packet. net/signup
o This is the service that you will be given the voucher for

Optiona
o TexiBelt - hitps //textbelt com/purchase/?generatekey=1
o This service is used to text you at vital points of the build process to inform you
as to what is happening in your build.

Let’s get set up!
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= Let’s take a quick 5 — 10 min break

i elrey.casa/auto-kali-w






Stages of Building

= mienegene g e

Because everything always . When your code compiled

works on the first try, right? successfully after 10 try but
you didn't change anything ..
"N e

siwrong; I can feel it



Build Pipeline Recording

terraform
deploy




YOU AUTOMATED YOUR AUTOMATION!




Future Features

Advanced (Build Pipeine) | MRS RESRURER

Basic Build
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Vagrant v v &
Bash v v v
Docker v v
Python v v
Terraform & v
Ansible v v
Virtual Box v v v
VM Ware v
Hyper-V '
KVM/QEMU v




Clarifications

> Pentester vs Red Teamer

» My project

> Get Involved

Announcing Kali
for Vagrant




Foundation Complete

Introduction High-level Overview Basic Build Build Pipeline




Resources

> Tracking RedOps

> Get Involved

» Image Credit Srcs

> Pentesting vs Red Team



https://blog.elreydetoda.site/tracking-redops/
https://elrey.casa/auto-kali-w_cred
https://youtu.be/oE0WAq3TSRs

