
Automated 
BUILDing Blocks

Automating your red 
team’s infrastructure
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whoami

Experience

IT/Security for 40…I mean 4 years… (:

Work

Pentester

Ops

Developer

Community

Professionally Evil

49th Security Division

Charlotte Hackers Anonymous
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Class Outline

Introduction High-level Overview Basic Build Build Pipeline
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What is… 

Pentesting Virtual Machine

Kali Linux
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What is… 

DevOps

Successful Automation

Automation
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➢ Primary Goal

➢ Objectives

➢ Our Perspective

This Workshop
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Drivers 

Why automate?

Who is this for?

Why automatic vs. manual?



NAME OR LOGO

Comparison

Automatic

○ Idempotency

• Repeatable

• Consistent

• Time re-gained

Manual

○ Human error

○ Time consumption

• Remember your preferences
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BREAK

Let’s take a quick 5 – 10 min break
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High-Level Overview



NAME OR LOGO

Different Users

➢ Consumer

➢ Custom (framework)

➢ Contributor 
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Consumer

Vagrantfile Customization

GitHub
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Custom (framework)

This Workshop
Modularity

Alterations
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Contributor

Find Bugs
Docs

Want a feature?
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Basic Build
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Basic Build - Tools

Packer
VirtualBox

Vagrant
Shell Scripts
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Basic Build – Kali Auto Installation
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Build Pipeline
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Basic Build - Tools

Basic Build Advanced (Build Pipeline) Future Features 

Packer

Vagrant

Bash

Docker

Python

Terraform

Ansible

Virtual Box

VM Ware

Hyper-V

KVM/QEMU
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✔

✔

✔

✔
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Build Pipeline - Tools

Basic Build Advanced (Build Pipeline) Future Features 

Packer

Vagrant

Bash

Docker

Python

Terraform

Ansible

Virtual Box

VM Ware

Hyper-V

KVM/QEMU
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✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔
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Build Pipeline Tools

Docker

Terraform

Python

23

Ansible
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Lintingg

➢ shellcheck

➢ markdownlint

➢ ansible-lint

➢ terraform
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Dynamic Info Generation

➢ Bash

➢ Generate variables.json

➢ Python

➢ Generate kali-template.json

(packer template)

https://374-119017409-gh.circle-artifacts.com/0/tmp/artifacts/variables.json
https://374-119017409-gh.circle-artifacts.com/0/tmp/artifacts/kali-template.json
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Validate Dynamic Info

➢ Packer lint from dynamic info

➢ Uses kali-template.json

➢ Adds variables.json to finish variables
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Terraform Deploy

➢ Server deploy with terraform

➢ Uses terraform cloud

➢ Remote state

➢ Waits for server to deploy
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Server Provision

➢ Server provision with ansible

➢ Ansible collection: elreydetoda.virtualization

➢ Hypervisors

➢ Build tools

➢ Packer

➢ Vagrant

➢ UFW OpenSSH only

https://galaxy.ansible.com/elreydetoda/virtualization
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Build Process

➢ Build with ansible and artifacts

➢ Build

➢ Rsync

➢ Ansible sms role: elreydetoda.textbelt

➢ Packer build

➢ Artifact(s)

https://galaxy.ansible.com/elreydetoda/textbelt
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Terraform Destroy

➢ Server deploy with terraform

➢ Uses terraform cloud

➢ Remote state

➢ Waits for server to destroy
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Let’s get set up!

elrey.casa/auto-kali-w

Your Turn
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BREAK

Let’s take a quick 5 – 10 min break

elrey.casa/auto-kali-w
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DEMO
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Stages of Building
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Build Pipeline Recording
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Future Features

Basic Build Advanced (Build Pipeline) Future Features 

Packer

Vagrant

Bash

Docker

Python

Terraform

Ansible

Virtual Box

VM Ware

Hyper-V

KVM/QEMU
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✔
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Clarifications

38

➢ Pentester vs Red Teamer

➢ My project

➢ Get Involved
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Foundation Complete

Introduction High-level Overview Basic Build Build Pipeline
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Resources

➢ Tracking RedOps

➢ Get Involved

➢ Image Credit Srcs

➢ Pentesting vs Red Team

https://blog.elreydetoda.site/tracking-redops/
https://elrey.casa/auto-kali-w_cred
https://youtu.be/oE0WAq3TSRs

